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Abstract –
Blockchain is a disruptive technology that has 

great potential in securing BIM data immutability 

and traceability. However, integrating BIM 

management with blockchain still faces a risk of 

sensitive information leaking because blockchain is 

such a transparent network that BIM data are 

disclosed to every member. Therefore, this paper 

proposes a blockchain-encryption integrated (BEI) 

framework to protect the access of sensitive BIM data 

when collaborating in a blockchain. The proposed 

framework contains two parts. Firstly, a “greatest 

common zone” (GCZ) method is developed to 

decompose BIM models for data segregation. Besides, 

an asymmetric encryption-based method is designed 

as the access control approach. In this way, sensitive 

BIM data would be encrypted and then shared in the 

blockchain ledger, which are maintained by all 

project members. Only authorized members can 

decipher the confidential information using a private 

key. The feasibility of the conceptual framework is 

validated through an illustrative example, showing 

that the BEI framework is a promising solution in 

securing the BIM-based design process. 
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1 Introduction 

Building Information Modelling (BIM), a game-

changing technology that has been mainstreamed across 

the global construction industry, plays a significant role 

in design collaboration, in which BIM serves as the 

digital representation and shared knowledge resource of 

a physical building [1]. Designers can define and modify 

any design attributes in BIM and share them with the 

whole project team digitally, rather than working in 

isolation. Therefore, various BIM-based collaboration 

platforms have been developed to enable real-time and 

smooth communication, reduce the risk of rework, 

coordinate design changes, and federate models [2]. 

However, these existing platforms have a centralized 

system architecture, suffering a high cybersecurity risk of 

data manipulation [3]. For example, malicious insiders 

with authorized access have the motivation and 

opportunity to unwittingly modify design records or BIM 

models to run away from responsibilities. As a result, the 

project team cannot secure data integrity, traceability, 

and accountability.  

Blockchain is a promising solution in keeping data 

security by integrating technologies including peer-to-

peer (P2P) networks, decentralized data storage, and 

consensus mechanism [4]. Information shared in a 

blockchain network would be synchronized to every 

peers’ local database (i.e., blockchain ledger) to avoid 

unilateral data manipulation [5]. Recent research efforts 

presented the feasibility and benefits of integrating 

blockchain into construction processes to accelerate 

collaboration. Initial explorations in construction interim 

payment [6], supply chain management [7], and on-site 

quality management [8] highlighted that blockchain 

could address some key concerns hindering collaboration. 

The Winfield-Rock report [9] indicated that blockchain 

could provide a secure and collaborative environment for 

BIM processes by emphasizing network security and data 

traceability. 

Very few studies have investigated methods to 

facilitate access control methods in blockchain-based 

BIM design collaboration. Blockchain is a transparent 

network, and every member could access design data in 

his local blockchain ledger without any limitation, 

leading to data breaches and compromising intellectual 

property and commercial secrets. The latest ISO 19650-

5: 2020 [10] standers have pointed out that controlling 

unauthorized access to information that can be 

confidential or sensitive is one of the primary tasks in 
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BIM-based collaboration. Traditional access control 

approaches like log in control or table lock for centralized 

databases are not suitable for blockchain due to its special 

chained data structure and distributed data storage 

manner. In a blockchain ledger, data are placed in 

different blocks, preventing setting access control to 

every block. because there would be thousands of blocks 

in a ledger and not each block contains sensitive data. 

Besides, distributed data storage makes synchronously 

managing access control to multiple peers’ repositories 

difficult [11]. 

Thus, this paper proposes a conceptual blockchain-

encryption integrated (BEI) framework to protect 

sensitive BIM data access. In this framework, a “greatest 

common zone” (GCZ) method is designed to decompose 

BIM models into sensitive and non-sensitive components 

for data segregation. Besides, an asymmetric encryption-

based method is designed in the BEI framework to enable 

sensitive data access control. In this way, the proposed 

BEI framework ensures design data integrity using 

blockchain, while keeping sensitive data confidentiality 

using asymmetric encryption. Finally, the conceptual 

BEI framework is deployed in an illustrative design 

example to validate its feasibility. 

2 Blockchain in Construction 

Blockchain, known as a distributed ledger technology 

(DLT), is the underlying technology of Bitcoin [11]. 

Figure 1 shows the blockchain structure. Blockchain is a 

peer-to-peer network where no central servers control the 

network. Every peer in blockchain network maintains an 

identical copy of data (i.e., blockchain ledger). Each 

block is chained with the previous one via a hash, an 

irreversible value based on the content of the previous 

block. Any slight modification on block data would 

dramatically change the hash value of block, leading to 

invalidation of the entire chain [12].  

Figure 1. Blockchain structure 

Blockchain is a disruptive technology to create a 

trusted and secure environment in the construction 

industry. Li et al. [13] reviewed potential blockchain 

applications in the built environment, revealing its 

potential to promote efficiencies and drive digital 

transformation in construction. Nawari and Ravindran 

[14] proposed a blockchain-based framework and applied

it in post-disaster recovery. Wang et al. [7] introduced

blockchain in construction supply chain management, 

within which a blockchain framework and a smart 

contract algorithm were developed to ensure data 

traceability. Sheng et al. [8] investigated blockchain 

employment in on-site construction quality management. 

Das et al. [6] designed a blockchain-based interim 

payment system to protect payment records and execute 

payment automatically. However, very few studies have 

developed methods to facilitate sensitive BIM data 

access control in the blockchain environment. 

Blockchain is inherently unsuitable for storing large-

sized files like BIM models, which may cause high 

latency and network congestion. Thus, an interplanetary 

file system (IPFS) [15] is integrated with blockchain to 

solve such problems. IPFS is a peer-to-peer, 

decentralized data storage system where every peer 

connecting to IPFS is a “file server”. When a file is 

uploaded to IPFS, a cryptographic hash value named 

content identifier (CID) is generated based on the file 

content. This value is authenticity proof and a “hyperlink” 

of the file. It should be noted that the files are still stored 

in providers’ local database, and only people who have 

corresponding CIDs could access files. Thus, several 

studies have designed an integrated method that large-

sized data are placed in the IPFS, while CIDs are 

distributed in the blockchain to enable data traceability 

[16]. However, very few studies have developed methods 

to facilitate sensitive BIM data access control in the 

blockchain environment, posing a high risk of sensitive 

data leaking. 

3 Conceptual BEI Framework 

This paper proposes a conceptual blockchain-

encryption integrated (BEI) framework (Figure 2), whose 

scientific contribution lies on two parts: (1) proposing a 

“greatest common zone” (GCZ) to decompose BIM 

model for data segregation and (2) developing an 

asymmetric encryption-based method for sensitive BIM 

data access control. Section 3.1 introduces the GCZ 

method, and the development of access control method is 

in Section 3.2.  
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Figure 2. Conceptual BEI framework  

3.1 GCZ Method for BIM Model 

Decomposing 

A GCZ method is designed to decompose BIM 

models into sensitive and non-sensitive (public) BIM 

components to facilitate data segregation. The basic idea 

of GCZ is to remove sensitive zones (e.g., the layout of 

zones) in a BIM model and pass the remaining non-

sensitive components to members who have no rights to 

access sensitive zones. Components contain sensitive 

zones are only shared with authorized members. The 

decomposing process involves two steps. Firstly, for each 

zone in each component, members who can access the 

zone are selected. Then, GCZ reserves the common zones 

that they all can access in this component. 

For example, Figure 3 shows a BIM model example 

containing multiple sensitive zones (i.e., zone 1, 2, 3) and 

a non-sensitive zone (i.e., zone 4). Table 1 displays the 

zone access metric where ARCH 1 (design leader in 

architecture team), STRUCT 1 (design leader in structure 

team), and CLIENT 1 (leader client) can access all zones, 

ARCH 2 (an architecture design helper) can only access 

zone 2 and 4, STRUCT 2 (a structure design helper) can 

only access zone 4, and Client 2 can only access zone 1,2 

and 4. Figure 4 shows the model decomposing process 

using the proposed GCZ method. Project members who 

can access zone 1 can also access zone 2 and 4. Thus, in 

BIM component 1, zone 3 is removed while zone 1, zone 

2, and zone 4 are kept. Similarly, people who can access 

zone model 2 can also access zone 4. So, component 2 

contains both zone 2 and zone 4. It should be noted that 

component 1 model is only used for zone 1 coordination, 

and so as the remaining component models. For example, 

when there are design changes in zone 1, design team 

would update component 1 and share it with other 

disciplines. 

Figure 5 shows the results of decomposing BIM 

models, including a root BIM model and BIM 

components. Three benefits are summarized as: (1) GCZ 

facilitates BIM data segregation, (2) GCZ is practical, 

efficient, and easy to handle, and (3) GCZ helps to reduce 

unnecessary work of removing zones (e.g., we don’t need 

to remove zone 2 and 4 in zone model 1). 

 

Figure 3: BIM model example with multiple 

sensitive zones 

Table 1: Zone access metric 

 Zone 1 Zone 2 Zone 3 Zone 4 

ARCH 1 √ √ √ √ 

ARCH 2 × √ × √ 

STRUCT 1 √ √ √ √ 

STRUCT 2 × × × √ 

CLIENT 1 √ √ √ √ 

CLIENT 2 √ √ × √ 

 

83



38th International Symposium on Automation and Robotics in Construction (ISARC 2021) 

 

 

Figure 4: Model decomposing process using GCZ 

method 

 

Figure 5: BIM model decomposing results 

3.2 Asymmetric Encryption-based Method 

for Access Control 

As every peer could see any shared transaction in the 

blockchain network; thus, this paper integrates 

asymmetric encryption protocol with blockchain to 

facilitate sensitive BIM data access control. Asymmetric 

encryption is a cryptographic protocol that encrypts and 

decrypts data using two separate keys: a public key and a 

private key. The public key is known to others, while the 

private key is kept secretly. Any person can encrypt a 

message using the receiver’s public key, and that 

encrypted message can only be decrypted with the 

receiver’s private key. 

Figure 6 shows the access control method. In Figure 

6, designers would store BIM components in the IPFS 

network in Step 1. Before sharing CIDs to blockchain 

network, the designer would first check if this is a CID 

for a sensitive component. If no, the CID would be 

directly distributed to other disciplines in the blockchain 

network through proposing a transaction (Step 2). 

Otherwise, the CID would be encrypted using public 

keys of authorized receivers (Step 3) and then shared in 

blockchain (Step 4). In Step 5, design information (e.g., 

CID or encrypted CID) would be synchronized to every 

member’s local blockchain ledger as a design record. 

Subsequently, any member who wants to access a BIM 

component for design coordination could download it 

using CID he receives (Step 6). As for the encrypted CID, 

he could decipher it (Step 7) using a private key and 

download the component from IPFS (Step 8) if he is an 

authorized member of this component.  
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Figure 6. Asymmetric encryption-based method 
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for access control in blockchain 

4 Illustrative Example  

4.1 Prerequisites 

A private blockchain platform, Hyperledger Fabric 

[17], is configured with three organizations (i.e., 

architecture team, structure team, and client). Besides, an 

IPFS desktop is set up for storing BIM components. The 

RSA (Rivest–Shamir–Adleman) [18], an asymmetric 

encryption protocol that is widely used for secure data 

transmission, is selected in this example.  

4.2 Validation Process 

Step 1: decomposing BIM model. As mentioned in 

previous sections, it is the very first step to partition BIM 

data into sensitive and non-sensitive part. The illustrative 

example utilizes the components and access requirements 

that are defined in Section 3.1. Figure 7 shows the BIM 

models and components. A root BIM model with three 

sensitive zones is decomposed into four BIM 

components. Components 1, 2 and 3 are sensitive for they 

contain sensitive zones. The remaining component 4 is 

non-sensitive. Figure 8 shows the blockchain 

configuration and BIM data storage in the IPFS. 

 

Figure 7. BIM model decomposing process in 

illustrative example 

 

Figure 8. Blockchain configuration and IPFS data 

storage 

Step 2: collaborating on a non-sensitive component. 

ARCH 1 uploads component 4 (non-sensitive component) 

to IPFS and gets its CID. This is followed by proposing 

a transaction (Figure 9 (a)) in blockchain to share 

component CID. As this component is non-sensitive, 

there is no encrypted CID (ECID) in the transaction. 

Figure 9 (b) shows that the transaction has been 

successfully shared. Figure 9 (c) shows that a block has 

been generated in the blockchain network. 

Step 3: collaborating on a sensitive component. To 

share a sensitive model (e.g., component 3), ARCH 1 

would encrypt its CID using authorized receivers’ public 

keys and proposes a new transaction. Thus, in Figure 10 

(a), the CID is encrypted to two ECID for CLIENT 1 and 

STRUCT 1, respectively. Figure 10 (b) shows that the 

transaction has been successfully shared in blockchain 

network. Everyone can check the encrypted CID of 

component 3 in their blockchain ledger. However, only 

the right receivers can decipher the encrypted CID and 

download component 3. Figure 10 (c) shows a new block 

has been generated and chained to the previous one.  
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Figure 9. Results of sharing non-sensitive 

component in blockchain 

 

Figure 10. Results of sharing sensitive component 

in blockchain 

5 Conclusion  

This study proposes a blockchain-encrypted integrated 

conceptual framework for a secure BIM-based design 

process. The main scientific contributions are 

summarized as this study developed a GCZ decomposing 

method to enable BIM data segregation. Besides, a 

blockchain-encryption integrated solution is designed to 

protect BIM data immutability and data confidentiality. 

The illustrative example section validates the feasibility 

BEI framework. However, this framework is an initial 

exploration of blockchain application in the construction 

industry. Potential future work includes (1) integrating 

technologies such as machine learning to automatically 

decompose BIM models and (2) implementing the 

framework in an actual project to evaluate its 

performance on network latency and throughput. 
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